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WORK COMMUNICATIONS POLICY
1. PURPOSE OF THIS POLICY

The purpose of this Work Communications Policy (this Policy) is to regulate the use of electronic and telephone communication by our staff in order to protect the reputation, intellectual property and goodwill associated with our business as well as the health, safety and security of our staff and customers.
From the date of its adoption, this Policy applies to all staff in their use of all communication facilities in relation to our business, including but not limited to telephone, email, internet, fax, text message, video call and answering machine/voicemail communications.  To the extent of any inconsistency between this Policy and our other policies, this Policy prevails.

Your performance and observation of this Policy is mandatory, and non-compliance may lead to your dismissal.  You should ensure that you take the time to read and understand it.
All staff will be provided with a copy of this Policy and will have ongoing access to this Policy.
2. APPLICATION OF THIS POLICY
This Policy sets out the standards expected of you when communicating:

(a) In a professional capacity on behalf of our business (including internal communications); and

(b) In a personal capacity:

(i) using our systems, documents or equipment; and/or

(ii) using a name or identification that connects you with us or our business.

This Policy outlines disciplinary and other action that may be taken against you if you breach this Policy.

This Policy covers all staff engaged by us, including:  
(c) Staff employed on a casual, temporary, part-time or full-time basis across all levels and grades;
(d) Staff providing services to us as a contractor, whether through a third party (i.e. agency arrangement) or not; and
(e) Staff undertaking voluntary or internship work.
This Policy applies to all communications undertaken by you, including:

(f) During work hours and outside of work hours;

(g) At work premises and away from work premises;

(h) For work purposes; and
(i) For personal or leisure purposes when the communications are made using our systems, documents or equipment or when you are identified as being connected with us or our business.
3. WHY IS IT IMPORTANT TO REGULATE COMMUNICATIONS?

Our business builds its reputation and client base around how we communicate with each other and with the outside world.  It is essential to our business that those communications are appropriate, timely and safe.

There are many different communication media that are employed by businesses to facilitate communications.  These include telephones, email services, internet, fax, text message services, video call services and voicemail services.

We rely on our staff to abide by the guidelines that we put in place in relation to communications in order to ensure that our business communicates in a reliable, appropriate and consistent manner.
4. PRINCIPLES OF COMMUNICATION
You must be clear, direct, timely, respectful and honest in your communications with all persons.

You must not disclose any information that we have an obligation to maintain as confidential.

You must not make any representation, undertaking or promise to any person about any matter over which you have no express authority.

You must not engage in gossip, innuendo or inappropriate speculation about any person.

These general principles of communication apply equally to persons who are internal or external to our organisation.

5. EMAIL COMMUNICATIONS
The email and internet system we own and operate is designed primarily for use for business purposes (i.e. sending and receiving emails and attachments that are work related). 
We may, from time to time, establish a work email address in your name.  All electronic communications relating to our business must be transacted through this service (and no other service).

All emails sent through your work email address must contain our current email signature and footer (including our email disclaimer wording).

We own the email service and internet access facilities, including all information being sent, stored, accessed or downloaded on or through these facilities.  We reserve our right to access and examine any information or communications created via these facilities at our absolute discretion from time to time.

To the extent that you use any other email address or service for work-related correspondence (which should only occur in the event that you are unable to use the work email address assigned to you and after obtaining our prior consent), you must forward a copy of those work-related correspondence to your work email address or otherwise provide us with an electronic or hard copy of the correspondence with 2 days of the correspondence taking place.  This is to enable us to monitor and maintain appropriate records of business communications.

When using your work email address, you must be mindful that each email transmission you send identifies you as being associated with our business.  You must ensure that you communicate appropriately at all times, and that you use your best endeavours not to express any idea or opinion that is not in-keeping with the ethos, culture and principles of our business.
6. TELEPHONE AND MOBILE PHONE COMMUNICATIONS

We may provide you with a work landline telephone and/or work mobile phone to enable you to carry out your duties.

When using your work landline telephone, work mobile phone and any answering machine or voicemail services, you must at all times adhere to our high standards of professional conduct and ethics and maintain our business branding.

You must not use work landline telephones or work mobile phones for any of the following activities:

(a) Excessive non-business use;

(b) Interstate or overseas calls, except for work calls; and

(c) Calls to pay-per-minute telephone numbers or other high-cost services.

Your work mobile phone must be adequately charged and turned on during our ordinary business hours.

You must establish an appropriate answering machine and voicemail message on each work landline telephone and work mobile phone you use which:

(d) Identifies you as a staff member of our business; and

(e) Requests that the caller leave their name and contact number so that you can return their call.

You must regularly check your answering machine and voicemail messages, and return any calls in a timely fashion.
You must not communicate with clients via text message unless a client has specifically requested that means of communication or to respond to a text message that has been sent to you by a client. For text messages that contain communications that may have longer term or legal implications for our business, you must take a screen shot of the communication and email that to your work email address as a record of the communication.
Internet usage on your work mobile phone is to be for work purposes only, and you must not download or view any illegal or inappropriate content using your work mobile phone.  Access to social media websites or applications on your work mobile phone is not permitted, other than for legitimate work-related purposes.

You must return your work mobile phone and related equipment to us on demand.
7. USE OF WORK EMAIL SERVICES
To prevent harmful, inappropriate or offensive communications from entering our email services, the following activities are strictly prohibited:

(a) Generation or dissemination of chain emails;

(b) Transmission of unlawful, harassing or threatening messages;

(c) Transmission of potentially offensive information, including but not limited to profanity, material derogatory to any ethnic, gender-based or other groups of people, or sexually explicit material;
(d) The opening of any unknown email attachments;

(e) Widespread dissemination (i.e. broadcast emails) unrelated to our business; and
(f) Unlawful email communications, such as spam emails.
If you receive any chain or spam emails or emails that you suspect may contain an unsafe attachment (e.g. a virus), you must immediately notify us.  We will determine how the email should be dealt with, and will direct you as to the action you must take.
Email transmissions are not secure.  You must not transmit any sensitive information electronically over our email service except with our prior consent.
8. USE OF WORK INTERNET SYSTEMS
Access to the internet is provided to you as a work tool.  We understand that you may use the internet while at work for personal purposes on occasion.  It is essential that you limit your personal use of the internet while at work, and only access sites and materials that are appropriate and safe. 

To prevent harmful, inappropriate or offensive use of our internet systems, the following actions are strictly prohibited:

(a) Accessing or downloading material from or posting messages to sites of poor taste or that may endanger our system;

(b) Any use of our facilities that results in personal profit or for private business ventures;

(c) Downloading any files for non-business use;

(d) The opening of any unknown attachments, including from the internet or from any USB, portable hard drive or other media device; and

(e) Posting of messages on any chat rooms, bulletin boards, social and professional networking websites, forums or in any other manner, which may lead to the identification of our business in connection with an expression of your personal opinion.

9. COMMUNICATION RECORDS

File notes

(a) You are expected to maintain a written record of all material business communications that you have with persons external to our business, including customers, clients and suppliers.

(b) As a minimum, you must include on the written record of the communication:

(i) The date of the communication;

(ii) The parties involved in the communication;

(iii) The nature of the communication (i.e. telephone attendance or meeting); and

(iv) The significant components of the communication, including any material representations, qualifications, offers or undertakings made by you or another party to the communication.

Web browsing activities

(c) We reserve our right to monitor and/or log any web browsing activities carried out using our facilities.  The information that may be recorded includes the URL (web address), the date and time of access and the computer involved.

(d) You are expected to maintain security over your work computer, including by utilising passwords that protect against unauthorised access or use of your computer.  You must notify us of your passwords from time to time in case we need to access your computer.

(e) We may rely on our web browsing records insofar as they relate to your work computer.  You will be deemed to have been the user of your work computer for any log entry, unless you can demonstrate otherwise to our satisfaction.
Email communications
(f) We reserve our right to monitor and/or log any email communications transmitted or received using our facilities or our email service.

(g) Email logs are primarily for system maintenance and business reporting purposes, to assess ongoing technology requirements.  Email logs will typically contain details of the sender, date, time and recipient.
(h) Records of the content of emails sent and received using our email service are primarily for business and client record purposes.

(i) You are expected to maintain security over your work email address, including by utilising passwords that protect against unauthorised access or use of your emails.  You must notify us of your passwords from time to time in case we need to access your emails.

(j) We may rely on our email records insofar as they relate to your work email address.  You will be deemed to have been the sender or recipient (as applicable) of any email communications sent to or from your work email address, unless you can demonstrate otherwise to our satisfaction.
Telephone calls

(k) We reserve our right to monitor and/or log any outgoing telephone calls made using our facilities (i.e. work landline telephones or work mobile phones).

(l) You are expected to maintain security over:

(i) Your work mobile phone;

(ii) Your work telephone answering machine; and

(iii) Your work mobile phone voicemail service,

including by utilising passwords that protect against unauthorised access or use of your mobile phone.  You must notify us of your passwords from time to time in case we need to access your mobile phone or answering machine/voicemail messages.

(m) You will be deemed to have been the caller for any telephone calls made from your work landline telephone or work mobile phone.

10. ENFORCEMENT OF POLICY
Monitoring

Your use of work communication facilities and all your work-related communications may be monitored by us (or at our direction) to promote compliance with this Policy. 

Reporting

(a) If you are or become aware of a breach of this Policy by another staff member, you must immediately inform your supervisor. 
(b) If you believe that you may have committed a breach of this Policy, you must immediately inform your supervisor.

(c) Reporting of breaches will be treated with strict confidentiality and sensitivity. 
Investigation 

(d) We will undertake a careful and detailed investigation into any alleged breach of this Policy.
(e) Any employee under investigation will be provided with details of the allegations made against them and given an opportunity to respond.
Record
Allegations and findings in relation to a breach of this Policy will be documented and held on file, including the nature of the breach and all disciplinary action taken by us.
11. CONSEQUENCES OF BREACHING THIS POLICY

Any breach of this Policy will be treated seriously and will result in disciplinary action and possibly dismissal.
If you are found in breach of this Policy, whether in a personal or professional capacity, you may be subject to disciplinary action including (but not limited to): 

(a) Issued with a verbal or written warning; 

(b) Directed to undertake training;
(c) Prohibited from using certain communication facilities while at work;

(d) Suspended; and/or
(e) Dismissed.
In determining what disciplinary action will be taken in the event of a breach, we will have regard to the particular circumstances of the breach. 
A series of minor breaches may lead to serious disciplinary action, including dismissal.
Misuse of communication facilities may constitute a criminal offence or otherwise give rise to a legal liability.  We reserve our rights to pursue any other legal rights we may have arising from or in connection with a breach of this Policy.
12. VARIATIONS TO POLICY 
We will give staff notice of any updates to this Policy and a copy of any updated versions of this Policy.

All staff are required to comply with this Policy as varied by us from time to time.
- END OF POLICY -
Andreyev (

